MEC5075
on

LA-9591P VAUAO

Contents

1 Introduction
1.1 Disclaimer . . . . . . . e e e e e e e
1.2 Prologue . . . . . . L e
1.3 Super I/O . . . oo

2 Preparation
2.1 Partlist . . . . . . N
22 Pinout . . . . .. ... e
2.3 Soldering . . . . . .. e
2.4 Remove Batteries . . . . . . . . . e b e e e e e e

3 Flashing
3.1 Set Mode . .. .. ... A e
3.2 Read ID . . . . . o e e
3.3 Set MEC Config . . . . . . 0 ™ oo i e e e
3.4 Read MECSH075 . . . . . . . .l e e e e e
3.5 [Initialize MECS07T5 . . . . . . o o e e e e
3.6 Write MECH075 . . . . . . o e

Unlock Boot Block
Leave manufacturing mode
Question and Answers

Files

15

16



LA-9591P 1 INTRODUCTION

1 Introduction

1.1 Disclaimer

USE THIS DOCUMENT AT YOUR OWN RISK

PLEASE BE AWARE THAT ANY INFORMATION YOU MAY FIND IN THIS
DOCUMENT MAY BE INACCURATE, MISLEADING, DANGEROUS, ADDICTIVE,
UNETHICAL OR ILLEGAL.

Some information in this document may create an unreasonable risk for readers who
choose to use the information. The Author do not take any warranties about the
completeness, reliability and accuracy of this information. Any action you take upon'the
information in this document is strictly at your won risk, and the Author will not be
liable for any losses and damages in connection with the use of this document:

1.2 Prologue

This How-to will instruct you how to read and write the MEC5075 SIO controller on the LA-9591P
mainboard. This process will unset the service tag and put the notebook into the manufacturing mode.
You can set the correct service tag afterwards and leave the manufacturing mode. It is not possible to
remove a password with this process. It is handy to have good solder skills.

1.3 Super I/O

Super I/0, SIO is an integrated circuit on a computer motherboard that handles the slower and less
prominent input/output devices shown below. When the Super input/output was first introduced in the
late 1980’s it was found on an expansion card, later this chip was émbedded into the motherboard and
communicated over the ISA bus. As ISA began to nolonger be used with computers SIO
communicated over the PCI bus. Today, super I/O communicates through the Southbridge and is still
used with computers to support older legacy devices.
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LA-9591P 2 PREPARATION

2 Preparation

2.1 Partlist

e SOFTWARE
Windows7 64Bit
SVOD3 1.0.3.5

¢ PROGRAMMER
SVODprogrammer ver 3

SOLDERING

TS-100 with BC2
FixPoint AP2

e FLUX
SMD Soldering Water

e CONNECTORS AND CABLES

1x 0,5 mm Pitch 10 Pin AWM 20624 flex ribbon cable FFC

1x FPC/FFC DIP10 0.5mm 1.0mm adapter

2x Bottom port 10Pin 0.5mm pitch FFC/FPC ribbon sockets connector
1x Dupont test clip

4x Dupont jumper cable female to male

2x Dupont connector 4pin

1x 2.54mm single row pin header strip
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http://svod-project.com/en/download/file/general/svod3-software
http://cart23.svod-project.com/index.php?route=product/product&path=59&product_id=57
https://www.google.com/search?q=B01N96CCD1
https://www.google.com/search?q=4040849510915
https://www.google.com/search?q=472-345-30
https://www.google.com/search?q=B01MCTMVW2
https://www.google.com/search?q=B00O9Z2P2S
https://www.google.com/search?q=B01EZQFN74
https://www.google.com/search?q=B01HV41ZOC
https://www.google.com/search?tbm=isch&q=dupont+jumper+cable+male+to+female
https://www.google.com/search?tbm=isch&q=dupont+4pin+connector
https://www.google.com/search?tbm=isch&q=40+Pin+2.54+mm+Single+Row+Pin+Header+Strip

LA-9591P

2 PREPARATION

2.2 Pinout

You need only JTAG_ TDI, JTAG_TMS, JTAG_ CLK, JTAG_TDO and GND. JTAG_RST
is not needed. Ground can be obtained from anywhere all over the mainboard. Best is to use i/o port

metal cover.

JDEG1 PIN #2
JDEG1 PIN #3
JDEG1 PIN #4
JDEG1 PIN #5
MB GND

FPC ADAPTER PIN #2
FPC ADAPTER PIN #3
FPC ADAPTER PIN #4
FPC ADAPTER PIN #5

LELL

[

Figure 1: White square marks start direction of PIN #1

@

Figure 2: Pinout of the SVOD3 programmer

Figure 3: Connected ribbon cable to the FPC adapter

SVOD3 TDI
SVOD3 TMS
SVOD3 CLK
SVOD3 TDO
SVOD3 GND
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LA-9591P 2 PREPARATION

2.3 Soldering

I will not teach you how to solder, check out Youtube. Instead of soldering wire by wire it is much
easier to solder a connector directly to the motherboard. If there is no space left in the case unsolder
the connector by solder iron or hot air afterwards. It is important to double check for shorts on all
pins! You should use the same type of connector on the mainboard and also on the adapter when using
a straight trough ribbon cable. My choice are fpc bottom port connector, easier to solder. The 10pin
ribbon cable should be straight trough, not twisted.

Figure 3: Everything connected properly
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https://www.youtube.com/results?search_query=solder+fpc+connector

LA-9591P 2 PREPARATION

2.4 Remove Batteries

Please unplug or remove the main battery and also the CMOS battery.

N
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LA-9591P

3 FLASHING

3 Flashing

I assume you have connected all the cables correct and a connection can be established without
problems. The ac connector must be attached all the time unless i will instruct you to remove it.

3.1 Set Mode

3.2 Read ID

[ SVODprogrammer version 3 = |EI| X|
File Setup Device About Help OPEN SAVE Language
Message | Hex viewer |
Software version 1.0.3.5 date 26.04.2018 dF
Running Microsoft Windows 7 Professional 64 bit Read
Intel(R) Core(TM) i5-4300U CPU @ 1.90GHz
Device connected in work mode Verify |
Firmware version 1.0.2.9 date 29.4.2018
MEC mode selected Erase |
Blank check | -
Write
Read ID |
-
Copy log
rInfo -
Power: 12V 18V ( 25v| ® 33v | ¥ Checkpinsconnect [ Autowrite
|7 Erase
Mode of programmer: v Auto detect
e [¥ Blank check
Manufacturer. Microchip Technology Inc.
p Y  Ver TMS —J
Type: JTAG erify T
Size: 192Kb
File path:
Figure 1: Choose 3.3V and the MEC Mode
[ =
SVODprogrammer version 3 = |EI| X|
File Setup Device About Help OPEN SAVE Language
Message | Hex wewer'
Software version 1.0.3.5 date 29.04.2018 dres
Running Microsoft Windows 7 Professional 64 bit Read
Intel(R) Core(TM) i5-4300U CPU @ 1.90GHz
Device connected in work mode Verify |
Firmware version 1.0.2.9 date 29.4.2018
MEC mode selected Erase | — —
MEC IDCODE: B1240020
Device ID: 12 T | L
Device Revision: 0
Device Status: C =
Flash Status: 280400000C Write |
Boot Block in protected mode:
Read 1D |
(-
Config MEC
Caopy log
rInfo o
Power: C 12V ( 18V ( 25V ® 33V ¥ Checkpinsconnect [ Aufowrite
[ Erase
Mode of programmer: [¥ Auto detect
st i (M e [+ Blank check
= P vea -
Type: JTAG erify
Size: 192Kb ~Mode of programmer
File path: MEC =

Figure 2: Click the Read ID button. Now you can click the Config MEC button.

Page 7




LA-9591P

3 FLASHING

3.3 Set MEC Config

Size Flash
192K

" 256K
@ 288K

exit

==

Figure 3: Choose here 288Kb

[ SVODprogrammer version 3

File Setup Device About Help

Message | Hexviewer'

OPEN

SAVE

Software version 1.0.3.5 date 29.04.2018
Running Microsoft Windows 7 Professional 64 bit
Intel(R) Cere(TM) i5-4300U CPU @ 1.90GHz
Device connected in work mode

Firmware version 1.0.2.9 date 29.4.2018

MEC mode selected

MEC IDCODE: B1240020

Device ID: 12

Device Revision: 0

Device Status: C

Flash Status: 280400000C

Boot Block in protected mode

Read

Verify

=]l

rZIF 48

Language

Erase |

Blank check

Write

Read 1D |

Config MEC |

Copy log

rInfo
Power: (" 12V (" 18V ( 25V & 33V

Mode of programmer:

Manufacturer: Microchip Technology Inc
Type: JTAG

File path:

[¥ Check pins connect

¥ Auto detect

~Auto write
[ Erase
[¥ Blank check
v verify

~Mode of programmer
MEC v

Figure 4: Check that 288Kb is select. This is the correct size

INFO

You can see, that
you don‘t need
you can leave it

FWP+# on ground to unlock the MEC5075.

the MEC5075 is in protected mode.
to  write the boot  block
this state. Otherwise go on

If

(0000h-0FFFh)
and put
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LA-9591P

3 FLASHING

3.4 Read MEC5075

[ SVODprogrammer version 3

File Setup Device About Help

Message | Hexviewer |

OPEN

Software version 1.0.3.5 date 26.04.2018
Running Microsoft Windows 7 Professional 64 bit
Intel(R) Care(TM) i5-4300U CPU @ 1.90GHz
Device connected in work mode

Firmware version 1.0.2.9 date 29.4.2018

MEC mode selected

MEC IDCODE: B1240020

Device ID: 12

Device Revision: 0

Device Status: C

Flash Status: 280400000C

Boot Block in protected mode

Start reading: 01.05.2018 16:01:03

End reading: 01.05.2018 16:01:07

CRC calculated D26C

CRC stored FFFF

_ .

i Info
Power: (" 12V ( 18V ( 25V @ 33V

Mode of programmer:

Manufacturer. Microchip Technology Inc.
Type: JTAG

Size: 288Kb

File path:

[¥" Check pins connect

[¥" Auto detect

_loix]|
SAVE Language
 ZIF 48
Verify |
Erase | =
Blank check | -
Write
Read ID |
-
Config MEC |
—
i Auto write
|7 Erase
[¥ Blank check
¥ Verify -
~Mode of programmer
MEC -
100%

Figure 5: Make a backup of the actual content of the MEC5075 and save it to a file
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LA-9591P

3 FLASHING

3.5 Initialize MEC5075

[ SVODprogrammer version 3

i [ |

Language

File Setup Device About Help OPEN SAVE
Message | Hexviewer |
Running Microsoft Windows 7 Professional 64 bit ﬂ dF
Intel(R) Core(TM) i5-4300U CPU @ 1.90GHz Read
Device connected in work mode
Firmware version 1.0.2.9 date 29.4.2018 Verify |
MEC mode selected
MEC IDCODE: B1240020 ‘ Eeoe | —
Device ID: 12
Device Revision: 0
Device Status: C Blank chack |
Flash Status: 280400000C z
Boot Block in protected mode Write
Start reading: 01.05.2018 16:01:03
End reading: 01.05.2018 16:01:07 Read ID |
CRC calculated D26C
CRC stored FFFF Config MEC |
Read OK
Start erase in: 01.05.2018 16:01:28
End erase in: 01.05.2018 16:01:29 || Cony |
Erase OK A oPy 09
rInfo

Mode of programmer:

Manufacturer: Microchip Technology Inc.
Type: JTAG

Size: 288Kb

File path:

Power: (" 12V 18V € 25V @ 33V ¥ Checkpinsconnect [ Autowrite

|7 Erase
[¥" Auto detect

¥ Blank check
¥ Verify

~Mode of programmer
MEC ¥

N 100%

1) Click Erase

3) Wait at least 15 seconds

)
2) Remove ac adapter
)
4)

Reconnect ac adapter

INFO

Figure 6: Click Erase button

Initializing the MEC5075 is important, so the MEC5075 cannot load any code
by himself after powered.
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LA-9591P

3 FLASHING

3.6 Write MEC5075

[ SVODprogrammer file: C:\Users\SVOD2\Desktop\FlashFiles\svod\latitude\latitude_e7440\latitude
OPEN SAVE

File Setup Device About Help

Message | Hexviewer |

i [ |

Running Microsoft Windows 7 Professional 64 bit
Intel(R) Core(TM) i5-4300U CPU @ 1.90GHz
Device connected in work mode

Firmware version 1.0.2.9 date 29.4.2018

MEC mode selected

MEC IDCODE: B1240020

Device ID: 12

Device Revision: 0

Device Status: C

Flash Status: 280400000C

Boot Block in protected mode

Start reading: 01.05.2018 16:01:03

End reading: 01.05.2018 16:01:07

CRC calculated D26C

CRC stored FFFF

Read OK

Start erase in: 01.05.2018 16:01:28

End erase in: 01.05.2018 16:01:29

Erase OK

ﬂ Read

Verify

rZIF 48

Language

‘ Erase |

Blank check

Write

Read ID

Config MEC |

I~ | Copy log

i Info

Mode of programmer: v Auto detect
Manufacturer. Microchip Technology Inc.

Type: JTAG

Size: 288Kb

Power: (" 12V 18V (" 25V @ 33v [ Checkpins connect

\latitude_e7440_mec5075_288K_al4_FF-0-1000__FF-3FFFC-48000.bin

File path: C:\Users\SVOD2\Deskiop'\FlashFiles\svod\atitude\latitude_e7440 I

i Auto write
|7 Erase

¥ Blank check
v Verify

~Mode of programmer
MEC ¥

™S
TDO

GND|

N 100%

Figure 7: Click write

Open one of the attached files:
MEC5075 factory images for LA-9591P

Then go on with:
1) Click Read ID
2) Click Write

INFO

If you have not unlocked the boot block you should use the modified version.

Otherwise verification will fail!
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LA-9591P

3 FLASHING

[} SVODprogrammer file: C:\Users\SVOD2\Desktop\FlashFiles\svod\latitude\latitude_e7440) = |EI| X|
File Setup Device About Help OPEN SAVE Language
Message | Hexwewer'
End reading: 01.05.2018 16:08:04 = i
CRC calculated D26C rem)
CRC stored FFFF
Read OK Verify |
MEC IDCODE: B1240020
Device ID: 12 Erase |
Device Revision: 0
Device Status: C | |
Flash Status: 280400000C Blank check
Boot Block in protected mode T
Start erase in: 01.05.2018 16:08:20 Write
End erase in: 01.05.2018 16:08:21
Erase OK Read ID |
Start blank check: 01.05.2018 16:08:21 ]
End blank check in: 01.05.2018 16:08:25 Config MEC |
Blank Check OK
File size : 294912
Flash size :294912 I I
Start writing: 01.05.2018 16:08:25 opy 109
==
rInfo T
Power: C 12V ( 18V (" 25V ® 33V ¥ Checkpinsconnect Aufowrite
¥ Erase
Mode of programmer: ¥ Auto detect
S s [v Blank check =
Type: JTAG [+ Verify
Size: 288Kb Mode of programmer
File path: C:\Users\SVOD2\Desktop\FlashFiles\svod\atitude'latitude_e7440 MEC -
\latitude_e7440_mec5075_288K_al14_FF-0-1000__FF-3FFFC-48000.bin
’7_ 68%
Figure 8: Flash process...
€ SVODprogrammer file: C:\Users\SVOD2\Desktop\FlashFiles\svod\latitude\ latitude_e7440\| = |EI| X|
File Setup Device About Help OPEN SAVE Language
Message | Hexwewer|
Device Status: C j dFd
Flash Status: 280400000C Read
Boot Block in protected mode
Start erase in: 01.05.2018 16:08:20 Verify |
nderase in: 01.05.2018 16:08:21
Erase |
3 ank check: 01.05.2018 16:08:21 =
kin: 01.05.2018 16:08:25 Rlank check |
Flash size :204912 Lot I
iting: 01.05.2018 16:08:25
iting.ig: 01.05.2018 16:10:28 Read ID |
Write OK (|
ﬂ_'—iﬁlue size [ 204912 Config MEC |
Flash size :294912
Start verify: 01.05.2018 16:10:28
ify jn: 01.05.2018 16:10:31
Copy log
=
i Info o
Power: C 12V ( 18V (" 25V @ 33V [ Checkpinsconnect ~Aufowrite
¥ Erase
Mode of programmer: ¥ Auto detect
el s [ Blank check =
Type: JTAG " Verify
Size: 288Kb ~Mode of programmer
File path: C:\Users\SVOD2\Desktop'FlashFiles\svod\atitudelatitude_e7440 MEC =
\latitude_e7440_mec5075_288K_al4_FF-0-1000__FF-3FFFC-48000.bin
I 100%

INFO

Figure 9: Successful flashing with verification

If this step fails repeat all steps starting with initializing the mec.
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LA-9591P 4 UNLOCK BOOT BLOCK

4 Unlock Boot Block

You can unlock the boot block by putting the FirmWareProtect pin FPW4# or nFPW to GND. You
can find the correct pin in the Schematics.
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LA-9591P 5 LEAVE MANUFACTURING MODE

5 Leave manufacturing mode

The fan will spin at full speed in manufacturing mode. This is normal and it could take some time to
boot up. Now you can set a correct service tag and also leave the manufacturing mode. Everything
should work normally after this process!

1) Set service tag

* enter BIOS and set service tag

—

Figure 1: Service Tag installer

2) Leave manufacturing mode

* press ALT-F when asked during boot

| to notmal ILlI'lI'liI'H;]

Figure 2: System in manufacturing mode

INFO
You should do a bios update after this process to make sure ec and bios code

versions fit together.

Page 14



LA-9591P 6 QUESTION AND ANSWERS

6 Question and Answers

e Where can i get the pinout of the mainboard?

You can find the pinout and port label in the board schematics.

Why do i need to write a modified dump to the mec?
When the BootLock in the Embedded Flash Configuration Register is asserted or the
input nFWP is asserted, the bottom 4K bytes (0000h-OFFFh) of the Flash Main
Memory Array (the Boot Block) are write protected and cannot be changed by any

programming method including Program Mode or Erase Mode.

Do you know the exact description of the MEC?
MEC5075-LZY _DQFN132 11X11 D

e How can i modify my own dumps to get a successful verification?
Write FF from offsett 0000h - OFFFh and from S3FFFCh - 48000h.

e It is necessary to remove the ac adapter after the first erase?

Regarding my tests this is an important step!

e Can i remove the password with this procedure?
No! Try and have fun...
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LA-9591P 7 FILES

7 Files

Attachments:
MEC5075 Factory Image for LA-9591P:

MEC5075 Factory Image for LA-9591P (modified if boot block is protected): @

N
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